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RECOMMENDATION

1. That the audit, governance and standards committee note the annual report on the 
council’s risk register.

BACKGROUND INFORMATION

2. This report provides an annual report on the council’s key risk register. The key 
corporate risks were last reported to the committee in February 2016 with the 2015 
risks, and this report provides an annual update.  

3. Specifically, the report provides an overview of the council’s risk profile, risk 
categories and the key corporate risks for 2016 from across the council.

4. Each department has reviewed their risk registers in advance of this report to ensure 
the report is as up to date as possible.

KEY ISSUES FOR CONSIDERATION

Overview

5. The council’s risk profile is made up of key departmental risks and cross-
departmental risks that the council faces in achieving its corporate aims and 
objectives, and is derived from an identification, assessment and mitigation of risk at 
departmental level based on the council’s tolerance to these risks.

6. The departmental risk champions supported by the corporate risk and insurance 
manager then collectively validated the individual departmental risk registers and 
completed a review and aggregation exercise to identify the key risks facing the 
council as a whole. This base exercise was repeated in January 2017 and the 
corporate risk register updated as appropriate.

Risk categories

7. The council uses the following risk categories to capture risk:

 Economic (e.g. credit crunch impacting on service delivery)
 Financial (e.g. budgetary constraints)
 Reputational (e.g. failures of service delivery which hit the press)
 Staffing and culture (e.g. recruitment and retention)
 Operational (e.g. services not being delivered)
 Legal and regulatory (e.g. not complying with a statutory duty)



8. The 2016 split of number of risks by risk category is displayed in the diagram below 
with the split for 2015 included for comparison. There has been an increase in the 
number of financial and legal and regulatory risks since 2015. Having reviewed 
these risk categories there is generally an increase surrounding the spending 
pressures across the council. In addition, there have been some new risks related to 
changing legal and regulatory environment and also governance.

Corporate risk register

9. Each department has a departmental risk register. These are updated via the 
network of departmental risk champions who work with the departmental senior 
management teams to regularly update each risk register. Each risk register records 
the risk, assessment score, ownership and key controls and action plans to manage 
each risk.

10. Each risk contains a mitigation strategy that outlines both the current controls in 
place to manage the risk but also identifies where required any further controls 
needed to reduce the risk.

11. It is these individual risk registers stored on the council’s risk management software 
system that are used to build the corporate risk register.

12. The table below provides a breakdown of the number of risks (by their risk score 
range) across all council departments.

Number of RisksRisk Assessment Score Range
Jan 2016 Jan 2017

Red 76 - 100 6 13
Amber 37 - 75 72 70
Yellow 22 - 36 18 22
Green 1 - 21 14 9



13. The total number of risks in the database is currently 114 which is a small increase 
in the number of risks reported in 2015. There has been a significant increase in the 
number of red risks. This can in part be attributed to new and increasing financial 
risks related to achievement of budget.

Key corporate risks
 

14. Following a review and validation of the combined departmental risk registers and 
an aggregation exercise, the top risks across the council have been identified. 
These top risks are attached in Appendix 1. 

15. The top risks are generally those that have been assessed as amber or red and 
which appear in more than one departmental risk register, and are therefore relevant 
to more than one department. These top risks are those risks which require most 
proactive management to ensure that all appropriate mitigation actions have been 
considered and are being implemented as far as possible.

16. In advance of reporting to the audit, governance and standards committee, these 
have been reported to the corporate governance panel.

Policy implications

17. This report is not considered to have direct policy implications.

Community impact statement

18. This report is not considered to have direct impact on local people and communities; 
however, the management of risk is key to the successful achievement of the 
council’s objectives.

Resource implications

19. This report is not considered to have direct impact on resource implications.

Consultation

20. Consultation has not been undertaken.

SUPPLEMENTARY ADVICE FROM OTHER OFFICERS

21. None required.

BACKGROUND DOCUMENTS

Background Papers Held At Contact
None.

APPENDICES

No. Title
Appendix 1 The key corporate risks as at January 2017
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APPENDIX 1 

The key corporate risks as at January 2017

Funding/Resource/Capacity

CR1. The cessation of or significant reduction in a council support service including key 
infrastructure now and in the future causes disruption to a range of front line and back 
office service delivery across the council arising especially as a consequence of budget 
reductions.

CR2. The increasing need for demand led services such as social care, housing and No 
Recourse to Public Funds resulting in significant overspends against budget.

CR3. The introduction of Universal Credit results in delays in paying claimants and direct 
payments  to these claimants results in housing rent and other personal debt, and 
increased demand for other council services and resulting unfunded pressures.

Service Delivery

CR4.  Core business systems are unavailable for prolonged and unpredictable periods of 
time across the whole council, impairing service delivery performance and impacting on 
resident satisfaction, the reputation of the council and staff health, well-being and 
motivation.

CR5. Unforeseen events and/or adverse public reaction to council programmes results in 
the failure of (or the serious delay to) key regeneration or direct delivery projects causing 
damage to the council’s ability to meet the borough’s long term housing and investment 
needs and resulting in short term financing or funding implications for the council.

CR6. The housing market in London adversely impacts on the council's financial 
arrangements and its ability to manage temporary accommodation, homelessness and 
housing investment. 

CR7. An emergency resulting in the need to initiate the council’s emergency and 
business continuity arrangements to ensure as far as possible continuity of critical 
services.

CR8. Legislative changes affecting the council’s ability to meet the demand for services 
and/or take advantage of opportunities due to lack of capacity or unexpected increases 
in demand leading to reduced performance and increasing costs (for instance, Housing 
and Planning Act 2016, 2014 Care Act and Local Government Finance Bill).

Staffing and Culture
CR11. The data held and managed by council departments is not appropriately 
integrated nor being used in an optimal way, hindering possible improvements and 
efficiencies in service delivery and resulting in potential risks to service users or 
employees.

CR12. Process failure leads to a fraudulent activity resulting in financial consequences 
for the council. 



CR13. Failure to ensure management action is taken so that appropriate capacity and 
skills to deliver change are maintained during through periods of reorganising and 
downsizing. 

Data Protection
CR14. Failure to properly adhere to data processing legislation/regulation, results in 
breaches when data is shared inappropriately leading to risk to individuals, ICO 
intervention and consequential financial penalties and reputational damage.  

Asset Loss
CR15. Failure to invest appropriately in the maintenance or management of the council’s 
assets or a sudden and unforeseen event which may give rise to unacceptable future 
liabilities.


